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Privacy is vital to any person or country. Irresponsibility in information handling may lead to a wide range of harm. Keenness, accuracy, and protection of data result in confidence in a country and individuals. Careless processing of information leads to; loss of an individual’s privacy and discrimination. Privacy laws need to be observed to the letter. Existing laws have been highly questioned by many people in the present day. Privacy protection should be comprehensive and robust. All individuals within a country should have confidence in the set rules and regulations; they should too feel secure in all aspects of their lives. The government should play a key role in making sure its citizens are protected. Data is vital; many crimes like; fraud, terrorist, among other cybercrimes, result due to irresponsible handling of data. Privacy laws should be given priority in any country. The paper gets to discuss the principles that serve as the foundation of federal and state privacy laws. 
A privacy policy discloses information concerning an individual. Some legal documents disclose personal data partly while others unveil complete information concerning a person (Noordyke, 2019). Personal information is anything that can be used to identify a person. Some legal documents include; credit information, Identity card, medical history, and marital status of a person. In the business world, privacy policy entails a statement which declares all activities the business is involved in (Brumfield, 2019); for example, how the businesses comes up with information, how it stores and how it releases the data, the statement further makes customers a aware on how their information collected is used (Noordyke, 2019). According to the Congressional Research Service (2019), Privacy laws should comprehensively secure government operations and its citizens. Many countries have established the importance of maintaining its information safe; they have also found harms that may result from exposure of personal and governmental data to the public. Several privacy laws have been set in different countries (Brumfield, 2019). Some countries which privacy policies hold include; the United States, India, Canada, European Union countries, and Australia (Congressional Research Service, 2019). The number of people over the world increases day in day out. Similarly, personally identifiable data concerning persons keep on increasing. Sometimes, people share the same name, location, and even address. Accuracy on personal identification documents, therefore call in all aspects of individuals’ lives. 
In the United States, the unregulated collection and use of personal data erode people’s trust. Companies need to monitor the security of collected personal data comprehensively (Noordyke, 2019). Though people camouflage on their digital footprints, they often feel they are unsecure. Citizens often need assurance of their personal data security (Brumfield, 2019). Ensuring individuals’ privacy results in fairness and protects relationship between the public and companies. Discrimination may be executed by data privacy policies; people too enjoy the freedom of expression without fear of victimization (Congressional Research Service, 2019); moreover, privacy policies ensure equal opportunities are availed to all individuals in a certain country. 
The health sector is paramount in any country and deserves the right to be fully protected. Once in the hospital, an individual may not be in a position to secure his private information. Practitioners in this facility are often regulated by policies for them to keep patients’ data safe. For instance, (HIPAA), the health insurance portability and accountability act, which was made in 1996 (Annas, 2003). According to the act, it demands protection of a patient’s health information. It calls use of modern clinical means of data protection. Individual health records and health systems should be highly guarded. The act is set to ensure that individuals covered under this act are fully secure, their information will not reach any unauthorized person, or the data gets lost (Congressional Research Service, 2019). The HIPAA protects and gives patient rights. Despite rules which have been set, the modernized system should be an ongoing process. Health organizations must follow all the set rules and regulations of the HIPPAA; they should too be in a position to use the systems with the utmost degree of integrity (Annas, 2003). Hospitals should, too ensure the system is protected against impermissible access, the employees should also be made aware of the system and make use of it.
In the United States, information on drivers and people who own vehicles is exceedingly protected. (DPPA), the drivers’ privacy protection act of 1994 governs disclosure of any personal information regarding the named persons (Littenberg, & Lubetkin, 2016). State collect personal information in the event when one purchases a vehicle, it too requires vivid information on drivers, in this reference people who deal with this information often need to be governed by strict rules and regulations. An organization such as universities and companies usually hire professional drivers. They usually require the social security number of the particular individual, address of the driver, driver identification number, his/her medical report, and the telephone number as well(Congressional Research Service, 2019). Information regarding these individuals is usually vital; disclosure of this kind of information may make one insecure. Many cybercrimes, including fraud, may take place with this kind of information being disclosed to unauthorized individuals.
[bookmark: _GoBack]Children’s activities over the internet are too protected. (COPPA) (Reyes, Wijesekera, Reardon, Razaghpanah, Vallina-Rodriguez, & Egelman, 2018), the children’s online privacy protection act protects small children under the age of thirteen years to be exposed to particular information. The law elaborates that any information a child under this age is exposed to and is giving out should always originate from the parent. No one is legally allowed to enquire about personal data of a small child under thirteen without his/her relatives’ consent. Children, too, are protected by the video privacy protection act over the internet. The statute provides that wrongful videotapes should not be exposed to the public where any tom dick and hurry may have access (Congressional Research Service, 2019). Information should not be recorded without the parties involved being aware. In any case, such happens, individuals may be prosecuted and presented before a court of law. Moreover, some agencies like the FIPP, the fair information privacy policy, usually protect data of individual when they visit their websites. They usually have a subscription service win which one subscribes. Once an individual agrees with their terms her privacy is often guaranteed.
Credit worth of an individual is essential, in the United States; this is guarded by the fair credit reporting Act. The legal statement provides the principles which govern the actions of credit reporting agencies. It gives citizens the freedom to join and leave any credit facility without fear of their information being exposed; citizens within the country are able to obtain credit facilities from different agencies (Congressional Research Service, 2019). in the past private credit guidelines offered unreliable details on an individual, today’s credibility of a person is well protected, and people can engage in financial activities without fear(Brumfield , 2019). Banks and credit facilities have accurate information of persons; they are therefore able to award or deny any credit facilities to people in reference to the information they have but not rumors or unreliable data from third parties. 
Canada, too, has privacy policies, for instance, the (PIPEDA). In January 2010, personal information protection and electronic documents act were enacted (Rosenstock, 2016). Initially, it was about the private entities regulated by the federal; however, in 2004, all other organizations within the country were included. The act specifies how data should be privately handled. Personal information is vital; in reference to this, the act governs information right from collection, its uses, and its disclosure. Entirely the law entails governing and regulating how data collected by organizations is used for commercial purposes. It also applies to employees of the organization which collects, discloses, or uses personal data in federal work or business. Through this act, individuals are able to identify a genuine organization responsible for collecting personal information (Congressional Research Service, 2019). They are able to understand the reasons behind requests for their information. People do have the right to know within an organization who pays responsibilities for protecting their private data. Furthermore, Rights to clear expectation by people on their privacy is provided for. 
In Europe, privacy rights are highly valued and prioritized. The protection rights are under article 8 in the (ECHR), the European convention on human rights (Jones, 2018). The acts provide for the protection of an individual private life, home, and family. Within the bill, the collection of personal information without the owner’s consent is regulated. Gathering of personal information to use in census reports, public register, medical data, expenditure, and recording figure prints are too governed by the article. In this country, the state has not been left out; it also must comply with the court before invading an individual’s person’s privacy. For instance, interference of a person’s privacy should hold of it is per the law; the acts should be requisite in a democratic society, and it should have a legitimate goal. Since data handling is very vital in any country, the European Parliament came up with guidelines to govern any state or institution which may ever deal with personal data (Congressional Research Service, 2019). According to the parliament, personal data entails and is not limited to facts and opinions about a person; it, too, comprises the intentions of the data controller to an individual. The principles of good practice in handling data put in place by the European Parliament stated that data about an individual should be lawfully and fairly processed; at no point, an individual’s data may be un-ethically acquired. Data should be used for a particular purpose (Congressional Research Service, 2019). Personal data should always be accurate; a small deviation on personal data may lead to; disfavor, discrimination, or lack of freedom to an individual. Personal data should be secure and should be transferred to countries only under maximum and adequate protection.
In data protection, six important principles often apply; for instance, the principle of transparency, lawfulness, and fairness. In reference to this principle, an organization should ensure data is collected regarding set laws and regulations. Any questions asked by the subjects should be answered as per their expectations (Brumfield, 2019). Everything should be brought to the eyes and understanding of the subjects. Individuals giving information should not have any doubts about why their data is needed. In efforts to remain transparent, the types of data and reasons for its collection should be well elaborated. Bodies and organizations dealing with personal information should have a thorough understanding of GDPR (Voigt, & Von dem Bussche, 2017); they should too know its rules in data collection. 
 Data should be collected for a particular purpose. The principle of purpose limitation puts it clear that; organizations should request personal data for individual use. They should elaborate on the reasons the information is needed and the specific task it needs to accomplish. According to the Congressional Research Service (2019), Freedom in data collection is often prioritized in processing activities done for attaining purposes in the public interest. Data for scientific, statistical, and historical objects is too prioritized under this principle.
In the third principle; Data minimization. Organizations should handle data with which they need to attain their processing purposes (Congressional Research Service, 2019). The policy is often of great importance in that; it only allows an unauthorized person to have minimal access to the data. It creates confidence in the subjects as they are often sure of the security of their private data. Secondly, this principle ensures that data kept is accurate and is up to date. 	
The fourth principle elaborates on the accuracy of the information collected on individuals. Efficiency in data processing is vital. The GDPR indicates that, in any case of inaccurate data, reasonable actions should be taken in order to erase and make up any errors within the data (Voigt, & Von dem Bussche, 2017). As provided by this principle, subjects have the mandate to request the organization to rectify their personal information in any case of errors within thirty days.
The 5th principle sets standards on how the collected information should be kept by different organizations. It states that organizations should often delete data when it becomes unnecessary. Business organizations should delete customer information when they seize to be their clients in market operations. Organizations should always seek legal assistance; in any case, they have doubts about whether they do away with the client’s information or not.
The sixth principle entails the confidentiality and integrity of the data collected. The policy deals explicitly with security for the information collected by organizations (Congressional Research Service, 2019). Personal data should be collected and processed in a way that confirms the safety of a person. Unauthorized parties should not be allowed access to information; data should be guarded against physical damage and unlawful processing and accidental loss. The six principles usually give a top-level overview of different areas covered in the current regulation. 
Data processing is vital and is governed by different legal bases. The GDPR gives six scenarios in which processing of data may be permitted by law (Voigt, & Von dem Bussche, 2017). In any case, an organization is collecting individual personal information; it’s mandatory the organization to show, the activity fits among the six scenarios. When an event fails to abide by any of the set six scenes, then data collecting becomes unlawful, and information should not be collected. For data to be processed, the subject should consent that his/her personal information is being handled for a reason.  As Voigt, & Von dem Bussche, (2017) argue in their work, An individual have the right to allow processing of their data and have the authority to withdraw permission when they deem fit. No penalty should be held on any individual for withdrawing approval for his/her data from being processed. In the case of an employer and an employee, there should never exist an imbalance between the two parties. An employee may withdraw their information any time when they feel like. For instance, when it comes to subscription, agreeing to set terms and conditions should not make one think caged, one may leave the subscriptions whenever he/she feels it doesn’t suit him without requesting or being penalized by the hosts. According to this legal base, the financial organization may not rely on consent for anything other than automated profiling processes; however, their activities should be under separate legal bases.
According to Noordyke, (2019), Processing of data is often necessitated when a subject needs to enter into a contract or is a party to a contract. It may be also be necessitated when a subject needs to submit his/her data before joining a deal. Noordyke, further argues that, the scenarios require proper working for parties in entering into a contract if anything fails to be considered during the time of processing the subject’s data, it’s often left outside and cannot be part of the contract and is usually covered by legal means.
The third legal basis says processing of personal information may be done for compliance in which an obligation in which the owner of data is subject (Congressional Research Service, 2019). The legal basis enumerates that the controller possesses a legal obligation to do the processing; however, it only applies to the European Union or a member state law.
The 4th legal basis indicates personal data processing may occur when protecting the vital interest of subject data. Situations which may result in death or life situation make it necessary for data processing to be carried out. Mostly this legal base is often applicable in health facilities (Noordyke, 2019). It happens in emergency medical care, it may occur when an individual is involved in an accident and admitted in a hospital in a comatose state. However, data controllers may not entirely rely on this condition when the subject of the data can consent.
In the fifth legal base, processing of personal information may be necessary for the performance of action to be carried out at the interest of the public in the exercise of an official authority vested in the controller (Noordyke, 2019). The condition allows data processing only by public authorities as well as the bodies which undertake official authority. Activities that may be conducted under this base should have a clear basis in European or domestic law.
The sixth legal base indicates processing of personal data may be necessary when a controller or a third party pursue legitimate interests. When the stakes are overridden by freedom of the subject, data processing or data may not be undertaken.
Privacy helps individuals maintain their individuality and autonomy. People often exercise power over their privacy. Individuals should have freedom on what is aired to the public about themselves, and what they keep as secrecy. Privacy policies are essential and play essential roles in a country (Brumfield, 2019). Government information should be protected against unauthorized individuals; People are often respected when little is known about them; individuals have trust in the government, financial institution, and companies. The economy often grows when there is trust among stakeholders of a country (Congressional Research Service, 2019). Citizens usually have control over their own lives; people feel secure as their information regarding their health and assets they possess is kept secretly. Privacy laws often help in maintaining social boundaries. They have ensured no discrimination on individuals and that equal chances are regularly provided to everyone within the society.
In summary, the principles of privacy laws enable individuals to have boundaries and protect themselves from unwarranted interference. Exposure of private data to the public may have far-reaching effects, fraud, and cyber-crime occur as a result of the careless handling of individual personal data. Countries should always strive to ensure policies regarding privacy are adhered to by all citizens. Privacy results in harmony among communities, and thus everyone should still embrace it.
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